COMPANY E-MAIL AND INTERNET POLICY

A number of court cases indicate the need for a company policy on the use of electronic systems and mail.

· Independent Development Trust director Mandisa Fayela-Lindie was ordered by Johannesburg Magistrate to pay colleague Paul Robinson R40 000, After Fayela-Lindie sent an e-mail to several people saying that Robinson was a saboteur and untrustworthy.

· A British insurance company fired at least 10 people for sending e-mails featuring Bart Simpson and Kermit the frog performing sex acts.

· An e-mail with the head of President Mugabe imposed on the body of a gorilla was seen as racist and grounds dismissal.

APPLICABLE 
This policy applies to all who have access to company electronic communication systems - employees, contractors, part-time employees, volunteers and other individuals. With systems is meant the e-mail, Internet and where and when applicable also the Intranet facility.

Third parties should be provided access to the system for the purpose of doing business with the company, under supervision and in terms of the applicable rules/policy. Should these users violate the policy, they will be excluded from the system and/or have their contract terminated and other legal remedies instituted.

IN GENERAL: OWNERSHIP, SECURITY AND CONFIDENTIALITY OF THE SYSTEMS
The systems are the sole property of the company. It is provided for the conduct of company business and management encourages the use of the systems to share information, to improve communication and to exchange ideas.

The nature of electronic mail makes electronic mail less private than users may expect. It is sometimes widely distributed. Even after a user has deleted an electronic mail record from a computer or mail, it may persist in backup facilities and thus be subject to disclosure. Electronic mail can be tampered with as with printed documents. In case of doubt receivers of electronic mail messages should check with the purported sender to validate authority or authenticity.

Management and other authorized persons may examine or inspect employee electronic communications where necessary for work-related and security purposes and staff will therefore have no messages sent over an outside network if the Internet is not protected.

Encryption of electronic mail enables the encoding of electronic so that for all practical purposes it cannot be read by anyone who does not possess the right key. Where necessary this technology should be used to secure data.

EMPLOYEE RESPONSIBILITIES

PASSWORDS

Passwords give employees some control over access to their system communications. Passwords should be periodically changed to ensure security of the e-mail system. Passwords should not be shared. The sharing of passwords is dismissible offence. If a password is shared, the employee will be solely responsible for the actions of the other person. When there is a belief that a password has been compromised, the employee should obtain a new password. 

· Employees assume responsibilities for the content and dissemination of their messages.

· Extreme caution should be exercised when dealing with, releasing and sending of confidential information, copyright material and material protected by trade secrets.

· Messages should be sent to selected persons.

· Messages should be authorized at an appropriate level or should state a disclaimer : “These statements are my own and subject to final authorization by the company”

· Employees shall not intrude on other employee’s communications by reading another person’s email without a legitimate business need.

· Employees shall not misrepresent themselves as someone else, fictional, real or anonymous.

· Where the company has provided access for employees through systems such as the Internet with outside organizations and individuals, it is for official business use.

Such use must not conflict with the interest of the company or violate the information disclosure or information security policies of the company.

SPECIFIC OFFENCES

It is forbidden to send, receive, display or print racial, sexual or sexist e-mail messages or images, chain or profit-making e-mails, or information that is sensitive, political, profane, slanderous, obscene, bigoted, illegal, offensive, pornographic, defamatory, demeaning or derogatory, advertising items for sale, product advertising, presentation, jokes etc…

SOCIAL AND SPORT EVENTS

The use of the Internet and the e-mail for private communication is limited to company business, but it may be used for company activities such as social and sport events.

Access during absence, leave and termination of employment

Supervisors or management may access an employee’s e-mail when the employee is absent or on leave or when his services are terminated or where he or she is transferred to another department. Such employees have no right to access the e-mail system.

VIRUS PROTECTION 

Users are responsible for ensuring that an up to date, company approved virus detection and protection mechanism is installed at all times.

CAPACITY 

The size of the mail box of an employee will be restricted to keep the company mail box to a reasonable size, to store copies of messages, move it to a personal folder and store in your PC. Note that messages and attachments that are too big in size will not be accepted by the system.

The service of users who do not operate their e-mail for two consecutive month of disuse the service will be revoked.

CONGESTION OR DISRUPTION 

Any activity such as subscription to list servers or downloads which cause congestion and disruption of networks and systems is prohibited.

UNCOLLECTED MAIL

Collected mail will be left for a reasonable period of time, but the company reserves the right to cull uncollected mail on the server for operational reasons at anytime.

UNDELIVERED MAIL

Users will be notified once of undeliverable mail. If the mail is undeliverable for five days, no further warning will be given and the mail will be deleted.

INTERNET USER POLICY 

The Internet connection is established to support official company business. Business and job related use of the Internet is permitted to conduct research, correspondence, transfer of documents, discussion groups on business related topics, communication to pursue professional development, communication with professional organizations and similar activities.

Offloading files and applications from outside company sources such as the Internet are subject to the protection of the security of the company and may not be downloaded and installed to company computers or networks without virus protection and detection and without proper licensing agreements.

BREACH OF POLICY

Breach of the provisions of the policy will be dealt with in terms of the disciplinary code of the company and the employee can be dismissed or otherwise disciplined pending on the offence.

